URM

ULTIMA RISK MANAGEMENT

Abriska:

Control Maturity Assessment

User Guide

Ultima Risk Management Limited



U R M Abriska User Guide

ULTIMA RISK MANAGEMENT

Subject: Abriska User Guide Author: Matt Thomas
Document Type: User Guide Page: 2 of 14 Authorised by: Martin Jones
Effective Date: March 2011 Version: 1.0 Next Review: September 2011

INTERNAL USE ONLY



U R M Abriska User Guide

ULTIMA RISK MANAGEMENT

Abriska

1.0 INTRODUCTION .....ccotteeuuiiiiiiiiiittennetiiiiinireteeeaesiiissieetesssesssesssseeeessssssssssssseeerssnsssssssssenns 4

2.0 CONTROL MATURITY ASSESSMENT SETUP.......cccotttrmmeneiiiiiiiiiennniiinnineneeenesissesseeeenenes 5
2.1 Control maturity asseSSMENT SETUD ..viiiiciiieeieiiiee ittt e et e et e e e ette e e e eare e e s snraeeeeans 5
2.2 MaAtUIILY IMOAEI ... e e e e e ee e s s e e e s s bee e e enarees 5
23 CONLIOIS ..ttt et ettt e s ettt e st e s be e e sabeesbee e sneeesabeeesnbeesnbeesabeeesareenanes 6

3.0 CONDUCTING A CIMA ... iiiiiiirieiiiiiiinnrreesessissirresasssssssssssrsesssssssssssssneessssssssssssssessnnnes 7
31 Assessing controls against the “root” division ........ccccccueeiiiiiiii i 7
3.2 Assessing controls against an “inherited” diviSioN.........ccoeeciieiiriiee e 7
3.3 ASSIZNING CONLIOI OWNETS ...evveeieiiiieicciiee e ecttee e et e e e st e e e sre e e e s rbee e e snbaeeessnbeeeesnnseeessnnsens 8
3.4 Assigning other contacts t0 @ CONTIOl .....ooviiiiiiiiii e 8
35 Control Status & Third Party ....ceevcuiiieicieee ettt e et e e e e s sbaeeeeeaes 8
3.6 0o d Lo 1Y, -1 (] o 4 2SRRI 9

4.0 CONTROL RISK STRATEGIES.........cceieieisinininiiiniissssssisssssssssssssssssssssssssssssssssssses 11
4.1 DIVISIONS ettt sttt e e st e s e e st e e s e e s srae e e s eane 11
4.2 CONEIOIS ..ttt b e s bttt e et esbe e sbe e saeesatesabesabeebeenbeenbeas 11
4.3 CONEIOI OVEIVIEW ...ttt ettt st ettt et e sbe e s ae e st e st e e abe e b e beesaeas 11
4.4 T AL ettt b ettt et e b e sh e st st e bt e b e be e s be e satesateeteen 13
4.5 RESOUICES ...ttt st e e st e e s s e e e s s bee e e s sneeeeseneeeesaane 13

APPENDIX A.  LIST OF FIGURES .....cccuuuuiiiiiiiiiiiiniiiiiinirereneinininersssnesessss s esssssasssssssssessssnes 14

Subject: Abriska User Guide Author: Matt Thomas

Document Type: User Guide Page: 3 of 14 Authorised by: Martin Jones

Effective Date: March 2011 Version: 1.0 Next Review: September 2011

INTERNAL USE ONLY




URM

ULTIMA RISK MANAGEMENT

1.0 Introduction

Abriska User Guide

The control maturity assessment allows individual controls to be added to the organisation and
assessed against a maturity model. This assessment allows weaknesses within controls to be

identified and improvements against controls defined.

This assessment is used to calculate how vulnerable a resource is to a particular threat
(highlighted blue within the diagram below Figure 1 - Risk Diagram).

Resource

Figure 1 - Risk Diagram
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2.0 Control maturity assessment setup

2.1 Control maturity assessment setup

To access the following control maturity assessment setup screens, navigate to the organisation
home and click “CMA Setup”.

2.2 Maturity Model

2.2.1 What is the maturity model?

To determine how well each of the controls has been implemented within the organisation a
standard set of criteria needs to be defined, Abriska uses a maturity model to define these
criteria. This also enforces a level of consistency across the control maturity assessment.

The maturity model is a graded scale that allows a controls implementation to be assessed and
given an effectiveness level. For example, Figure 2 - Control Maturity shows how the
effectiveness of a control would vary depending on the maturity that has been assigned.

Demo Organisation - Maturity Model

Maturity Model

Description Levels
Name
ISO 27001 Control 0|MNon- 1| Initial/Ad 2|Repeatable but 3| Defined but not 4|Managed and 5| Optimised
Maturity existent Hoc Intuitive effective Measurable s

150 27001 Control Maturity _

0| MNon-existent 1|InitizlfAd Hoc 2|Repeatable but 3| Defined but not
Intuitive sffective

5| Optimised

IS0 27001 Control Maturity

Figure 2 - Control Maturity

JNote: multiple maturity models can exist for different control areas and also different
numbers of levels can be defined.
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2.2.2 The default maturity model

By default, Abriska comes pre-loaded with a maturity model that has been defined for ISO 27001.
This maturity model is based on the industry Standard (Control Objectives for Information and
related Technology (COBIT®) - IT Governance Institute). There are six levels within the maturity
model ranging from level 0 (Non-existent) through to level 5 (Optimised) and each level as a
defined effectiveness.

2.3 Controls

These are include all policies, processes, procedures, organizational structures and technical
controls that could be selected and implemented to ensure risks are reduced to an acceptable
level. If using Abriska to conduct an ISO 27001 assessment the controls within ISO 27001 Annex
A are included within Abriska.

All controls within Abriska need to be allocated to a control group, this allows control sets to be
grouped together i.e. ISO 27001 or APACS 55.

2.3.1 Control to Threat Linking

Each control that is loaded into Abriska needs to be related through to the threats that they
mitigate. This relationship is used within the risk calculation to calculate how vulnerable a
resource is to a particular threat.

For example, consider the risk of computer viruses and malicious code, potential controls that
could be implemented include having anti-virus controls and awareness training. If either of
these controls is weak then the organisation’s resources could be vulnerable to virus / malicious
code.

v
A Warning: Changing the control to threat linking will modify the results of the risk
assessment.

2.3.2 Control to Resource Linking

Each control that is loaded into Abriska also needs to be related through to the resources that
they protect. This relationship is used within the risk calculation to calculate how vulnerable a
resource is to a particular threat.

By default the relationships are all set to true, therefore each control can potentially reduce the
vulnerability of all resources. These setting can be configured when an organisation wishes to
conduct a very detailed risk assessment of a certain asset type (for example, paper assets).

3
A Warning: Changing the control to resource linking will modify the results of the risk
assessment.

2.3.3 Control Groups

Control groups are collections of controls. The default group is ISO 27001. Additional control
groups can be created for extra control sets that are added to Abriska.
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3.0 Conducting a CMA

3.1 Assessing controls against the “root” division

Controls are assesses against any division within the organisations hierarchy. If a division is
assessed then it will either be green or tan, if the control is not assessed at this level it will be
indicated with a grey button.

This allows different areas of the organisation to have a different level of control maturity, for
example, Figure 3 - Division control maturity assessment, shows a demo organisation whereby
the overall organisation has been assessed but the support division has specific control (maybe
additional controls around screening).

Division Maturity Overview

. 6 Demo Organisation Control Maturity

o [.-) Another Division - Maturity assessed at this level
o Kj' Division 2 6 - Maturity assessment complete
{) - Inherited Maturity

Figure 3 - Division control maturity assessment

3.1.1 Non-applicable controls

All controls that have been setup within the organisation will be defaulted in and will be
applicable to this division; however some of the controls may not be applicable to a specific
division / organisation. These can then be excluded from the assessment and any justification
given will appear on the Statement of Applicability.

3.2 Assessing controls against an “inherited” division

3.2.1 Control Inheritance

For each of the sub divisions the option is given to either inherit the control maturity or specify it
specifically at this level. This can be used when a specific sub division requires a control to be
implemented to a far higher level.

Control Status Indicator Description
Inherited . The maturity of this control is assessed at a divisional
'l:hjl level higher than this division; therefore the maturity
- does not need to be assessed.
Inherited Not This control is not applicable at a divisional level higher
Applicable than this division so it not applicable at this division
either.

Assessed at this The maturity of this control needs to be assessed at
division level this division.
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Control Status Indicator Description

Not applicable at this 6 This control is not applicable at this level (regardless of
level how this control has been assessed at other level.)

3.3 Assigning Control Owners

Applicable controls can be assigned an owner. This allows an individual contact within Abriska
who has been granted the “Basic User” role to logon and assess the maturity of that control.
Controls can either be assigned an owner individually (by clicking on each control shown in Figure
4 - Applicable Control) or multiple controls can be assigned to a single contact via “Assign Control
Owners”.

3.4 Assigning other contacts to a control

Only a single contact can be defined as the control owner however additional contacts can be
granted access to answer maturity questionnaires by clicking on the control within the control
applicability, then clicking “Assign Contacts to Control”. This will then allow a basic user access to
assess this control without changing the control owner.

3.5 Control Status & Third Party

For each control the option exists to record the current implementation status of this control, the
three values available by default are “Fully”, “Partially” or “None”. The reason for this is whilst
undertaking certification to 1ISO 27001 a control, such as 7.2.1 Classification guidelines, may well
be well documented within the management system but is not fully implemented within the
organisation (for example, documents might exist that do not have a classification). This drop

down allows that status to be recorded, this is reported on the Statement of Applicablility.

The “Transferred to 3™ Party” flag allows the control to be recorded as being implemented by a
third party.

= Applicable

Az this contral is applicable et the following information,

Chwner | _________ j
Confrol Status | ......... vI

Transferred to 3rd Party T

Figure 4 - Applicable Control
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3.6 Control Maturity

Multiple tabs exist on the control maturity page, all tabs can be completed before submitting the
page.

3.6.1 Current Implementation

Each applicable control needs to be assessed against the predefined maturity model. This should
be completed by the control owner for that division and can either be completed by interview or
assigned to that individual.

Navigation between controls is achievable by clicking on the forward / back navigation in the top
right.

Controls Navigation

>

5.1.1: Information Security Policy Document

Description: An information security policy document shall be approved by management, and published and
communicated to all employees and relevant external parties.

Current Implementation | Recommended Improvement | Documents | Control Graph _

Current Implementation

Describe the current implementation of this control then state the maturity of this control at present.

Current Implementation i

Maturity Name Description

Complete lack of any recognisable processes. The organisation has not even recognised that there is an issue to be

0:Mon-existent addressed.

There is evidence that the organisation has recognised that the issues exist and need to be addressed. There are,
1:Initial/Ad Hoc  however, no standardised processes; instead, there are ad hoc approaches that tend to be applied on an individual or ©
case-by-case basis.

Controls and Processes have been developed to the stage where similar procedures are followed by different people
2:Repeatable but undertaking the same task. There is no formal training or communication of standard procedures, and responsibility
Intuitive is left to the individual. There is a high degree of reliance on the knowledge of individuals and, therefore, errors are

likely.

Controls have been standardised and documented, and communicated through training. It is mandated that these
controls / processes should be followed; however the implementation of the controls is not as sophisticated or as
effective as they could be.

3:Defined but not
effective

Management monitors and measures compliance with these controls and takes action where processes appear not to
be working effectively. Processes are under constant improvement and provide good practice. Automation and tools
are used in a limited or fragmented way.

4:Managed and
Measurable

Processes supporting this control have been refined to a level of good practice, based on the results of continuous
5:0ptimised improvement. Security is is used in an integrated way to automate the workflow, providing tools to improve quality
and effectiveness, making the organisation quick to adapt.

Figure 5 - Assessing control maturity

3.6.2 Recommended Improvement

Each control should be described and the maturity level for that control assigned within the
current implementation tab. The recommended improvement tab can then be completed with a
recommendation for how that control can be improved and a proposed maturity of that control
should the recommendation be implement. There is also the opportunity to enter a proposed
date for the recommendation. Figure 5 - Assessing control maturity shows the screen where the
control maturity is assessed.

This recommendation will then be linked through to a related risk to ensure that the highest
priority areas are addressed first.
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3.6.3 Documents

There is also a tab within the maturity screen to link to related documents such as policies,
procedures or documents that contain evidence. This allows the related documents to be loaded
alongside the descriptions for how the control is currently implemented.

These document lists will also appear in the “Extended Statement of Applicability” and the “Risk
Treatment Plan”.
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4.0 Control Risk Strategies

The control risk strategy will only be completed after the resource attribute valuation
(Confidentiality, Integrity and Availability), Control Maturity Assessment and the Risk Assessment
entity are complete.

4.1 Divisions

This shows the maximum risk associated with each of the divisions

The tan indicator shows that the risk assessment or control assessment is still in progress so the
results of the risk assessment are not yet visible.

4.2 Controls

This shows all applicable controls and the related risk score of that control, also displayed is the
risk treatment action. Clicking on a control will populate the control overview tab and show the
following information.

4.3 Control Overview

This shows the 3 values for risk:

Risk Type Description

Absolute This value represents the score that would be achieved if the control was at the
lowest level of maturity (by default 0: Non-existent).

Controlled This is based on the current controls of the organisation

Treated This is an estimated value based on the proposed maturity that was defined
within the maturity assessment.

JNote: The names of these risk types can be modified for an organisation therefore these
values may be different for your organisation. These can be modified within the Home ->
Organisation -> RA Setup -> View Risk Types.
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4.3.1 Risk Treatment Decision

A risk strategy can then be allocated to the controlled risk. The risk owner will be defaulted as
the control owner but can be set as any contact within Abriska. An action description allows any
difference from the recommendation to be recorded.

r=Risk Strategy

Locking at the controlled risk score pick a risk strateqy to take.

Risk Treatment Decision™ |Accept 'I
Rigk Treatment Cwner™® |Dem0 Contact 'I

Risk Review Date™ |

Risk Treatment Action

Submit I

Figure 6 - Risk Strategy

The default risk decisions are explained below.

Risk Description

Treatment
Decision

Knowingly and objectively accepting risks, providing they clearly satisfy the
Accept organization’s policy and criteria for risk acceptance.

I.e. Recommendation will not implemented.

Avoiding risks by not allowing actions that would cause the risks to occur.

Avoid
E.g. stop trading on the internet to avoid the risks associated with ecommerce.
Applying appropriate controls to reduce the risks.
Reduce
l.e. Implement the recommendation.
Transferring the associated risks to other parties.
Transfer

E.g. insurance or outsource.

JNote: The names of these risk treatment actions can be modified for an organisation
therefore these values may be different for your organisation. These can be modified within
Home -> Organisation -> RA Setup -> Risk Strategies.
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4.4 Threats

This tab will only be populated once you click on the “Threat” button at the top of the control
overview tab. It shows all of the threats that are related to this control, any therefore what
threats the organisation is being exposed to having this control at this level of maturity. The
maximum score on this table will be the maximum score for the control.

Control Name: 8.2.1|Management responsibilities

Below are all of the threats associated with this control, click on a threat to display the related resources,

|Threat Reference | Threat Name |Risk Score
|DI:|5 IMaIiciDus Code such as Yiruses, Warms, & Trojan Haorses -
|DIZI4 lUnauthorized Use of an Application _
023 IStaff Shortage 1.
|DlEl |Ogerati|:|ns Error | 15.6

| 158

[

|031 |Mi5use of Personal Data
[ [

Figure 7 - Related Threats

4.5 Resources

This tab will only be populated once you click on the “Threat” button at the top of the control
overview tab and then click on a threat and it will display all of the related resources. This will
show all of the resources that are exposed to this threat as a result of the maturity of this control.

I Controls | Comtrol Overyisw | Threats | Resources —

Control Name: 8.2.1 | Management responsibilities

Threat Name: 005 : Malicious Code such as ¥iruses, Worms, & Trojan Horses

Below are all of the resources associated with this control and related o this threat,

| Division Name | Resource Name |Impa|:t |Like|ihuud |Risk Score

Support Division [Suppart Logs 5 4

Support Division  [Sensitive Laptap 5 4

|AE-C Support Dermo |F'ub|ic Docurment |4 |4

|5uppurt Division |Database Platforrm |4 |4

|Sup|:n:|rt Divigion |Datacentre Supplier |4 |4

\4BC Suppart Derno |Laptop E 4 EE

|Sup|:u:urt Division |ﬁpp|ication Platform |2 |4 | B8

Figure 8 - Resource Risk Score
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